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multipoint-to-point packet transfer over virtual circuit 

Field Of The Invention 
The invention relates generally to the field of digital networking systems, and more 
particularly to systems and methods for controlling the transfer of message packets over a digital 
network using a virtual circuit packet transfer methodology. The invention provides an arrangement 
in which each virtual circuit can comprise one or more transfer paths through the network all of 
which terminate at a destination device in a network. 

Background Of The Invention 

Digital networks have been developed to facilitate the transfer of information, including data 
and programs, among digital computer systems and numerous other types of devices. A variety of 
types of networks have been developed and implemented using diverse information transfer 
methodologies. In modem networks, information is transferred through a mesh of switching nodes 
which are interconnected by communication links in a variety of patterns. The mesh interconnection 
pattern can allow for a number of paths to be available through the network from each computer 
system or other device which may transmit information as a source device, to another computer 
system or other device, which is to receive the information as a destination device, so that if 
congestion develops in particular regions of the network, or if components of the network become 
inoperative, information can be routed around the congested or inoperative portion of the network. 

Information transferred from a source device to a destination device is generally transferred 
in the form of fixed- or variable-length packets, which are transferred through the network in 
accordance with one of several general packet transfer methodologies. In one packet transfer 
methodology, termed a "connectionless" data transfer methodology, each information packet that is 
transmitted by a source device to a destination device includes, in addition to the information to be 
transferred, destination address information which identifies the particular device that is to receive 
the packet, along with an identifier identifying the particular switching node to which the destination 
device is connected. When a switching node receives a packet that is to be transferred to a particular 
destination device, it (that is, the switching node) will use a routing table to identify a 
communication link over which the packet is to be transmitted and transmit the packet over the 
identified communication link. Each switching node that receives the packet will perform a similar 
operation, until the packet is transferred to a switching node which is connected to the destination 
device. At that point, the switching node will identify the particular communication link connected 
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between it and the destination device, and will transfer the packet to the destination device. Similar 
operations occur for each packet transferred through the network, so that each switching node will 
make a routing decision for each packet that it receives to identify a particular communication link 
over which it is to transfer the packet. The routing decision is overhead that may delay delivery of 
packets to their respective destinations 

Another packet transfer methodology reduces this overhead. In this packet transfer 
methodology, packets are transferred through the network's switching nodes over constructs which 
are generally termed "virtual circuits," "virtual connections" and the like (generally, "virtual 
circuits"). When a source device wishes to transfer information to a destination device, initially a 
preliminary operation will be performed to establish a virtual circuit over communication links 
defining a path from the source device, through a series of switching nodes to the destination device. 
Each switching node in the virtual circuit methodology is provided with a virtual circuit database that 
associates each of the virtual circuits maintained by the respective switching node with a particular 
one of the communication links. 

After a virtual circuit is established, the source device can transfer packets using the virtual 
circuit database Each packet includes, as well as the data to be transferred, an identifier that 
identifies the particular virtual circuit to be used in transferring the packet. The source device will 
initially transfer the packet to the switching node connected thereto, and that switching node will use 
virtual circuit identifier and the virtual circuit database to identify a communication link over which 
it (that is, the switching node) is to transfer the packet. These operations will be performed for each 
switching node along the path of the virtual circuit. When the last switching node along the virtual 
circuit receives the packet, that switching node will transfer the packet to the particular destination 
device associated with the virtual circuit. These operations will be repeated for each of the packets 
transferred from the source device to the destination device. In addition, similar operations may also 
be performed in connection with packets which the destination device may transfer to the source 
device, since a single virtual circuit, once established, may be used to transfer packets in both 
directions between the original source device and the original destination device. 

At the end of a communications session between the source device and the destination device, 
during which one or a number of packets may be transferred, the devices may close the virtual 
circuit. In that operation, packets are transferred between the source and destination devices which, 
among other things, can enable the switching nodes along the virtual circuit to expunge the virtual 
circuit information relating to the particular virtual circuit being closed from their respective virtual 
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circuit databases. Thereafter, the virtual circuit identifier and other resources, including the entries 
in the respective virtual circuit databases associated with the closed virtual circuit, can be used for 
other virtual circuits. 

There are several benefits of using each of the aforementioned packet transfer methodologies 
which are outlined in the aforementioned Chen application and will not be repeated herein. The 
aforementioned Chen application describes a network which provides, in a network constructed 
defined according to the "connectionless" packet transfer methodology, a number of the advantages 
that are provided by the virtual circuit methodology. In particular, the network described in the Chen 
application comprises a plurality of switching nodes which are interconnected by communication 
links, and the switching nodes themselves, rather than devices connected thereto, establish virtual 
circuits over which "connectionless" message packets generated the devices will be transferred. The 
virtual circuits in the network described in the Chen application are not established and removed at 
the beginning and end of a communications session, but instead are relatively permanent, and so at 
least some of the overhead typically associated with a network constructed in connection with the 
virtual circuit transfer methodology will be avoided. However, each of the switching nodes 
maintains virtual circuit information relating to all of the virtual circuits for which it is the 
originating, terminating or an intermediate node along the path defined by the virtual circuit. Since 
the amount of virtual circuit information that is maintained by the switching nodes will increase on 
the order of "N 2 " where "N" corresponds to the number of switching nodes in the network, in a 
network comprising a large number of switching nodes the amount of virtual circuit information 
required to be maintained can be quite large. 

Summary Of The Invention 

The invention provides a new and improved system and method for controlling the transfer 
of message packets over a digital network using a virtual circuit packet transfer methodology in 
which each virtual circuit can comprise one or more transfer paths through the network. 

In brief summary, the invention in one aspect provides a network comprising a plurality of 
switching nodes interconnected by a plurality of communication links. The switching nodes transfer 
message packets from an information source to an information destination. At least one virtual 
circuit is established in said network to at least one "terminating" switching node, the virtual circuit 
extending over a plurality of other switching nodes in the network. The virtual circuit defines a path 
which the other switching nodes can use to transfer message packets to the "terminating" switching 
node. 
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In another aspect, the invention provides a network comprising a plurality of switching nodes 
interconnected by a plurality of communication links. The switching nodes transfer message packets 
from an information source to an information destination. At least one virtual circuit is established 
in said network to at least one "terminating" switching node, the virtual circuit defining a plurality 
of paths extending to a like plurality of other switching nodes in the network. The other switching 
nodes can use the respective paths to transfer message packets to the "terminating" switching node. 

The invention effectively allows a number of nodes to use the same virtual circuit for 
transferring message packets to the "terminating" node, effectively providing a "multi-point to point" 
virtual circuit. Since a plurality of nodes can use the same virtual circuit, the amount of virtual 
circuit information that each switching node needs to maintain can be reduced. 

Brief Description Of The Drawings 

This invention is pointed out with particularity in the appended claims. The above and 
further advantages of this invention may be better understood by referring to the following 
description taken in conjunction with the accompanying drawings, in which: 

FIG. 1 schematically depicts a computer network constructed in accordance with the 
invention; 

FIGS. 2 and 3 depict structures of several types of message packets used in the network 
depicted in FIG. 1 , which is useful in understanding the invention; 

FIG. 4 depicts a functional block diagram of a switching node useful in the network depicted 
in FIG. 1; and 

FIG. 5 is a flow chart depicting operations performed by the switching node depicted in FIG. 
4, in connection with the invention. 

Detailed Description of an Illustrative Embodiment 

FIG. 1 schematically depicts a computer network 10 including a plurality of switching nodes 
11(1) through 11(N) (generally identified by reference numeral ll(n)) for transferring signals 
representing data among a number of devices, which in FIG. 1 are represented by computer systems 
12(1) through 12(M) (generally identified by reference numeral 12(m)). The computer systems 
I2(m), as is conventional, process data, in accordance with their program instructions to generate 
processed data. In their processing, a computer system 12(m s ) (subscript "S" referencing "source") 
may, as a source computer system, need to transfer data, processed data and/or program instructions 
(all of which will be referred to herein generally as "information") to another, destination, computer 
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system 12(m D ) (subscript "D" referencing "destination"), which may use the transferred information 
in its operations. 

Each computer system 12(m) is connected over a communication link, generally identified 
by reference numeral 13(p), to a switching node 1 l(n) to facilitate transmission of data thereto or the 
reception of data therefrom. The switching nodes 1 l(n) are interconnected by communication links, 
also generally identified by reference numeral 13(p) to facilitate the transfer of information among 
the respective switching nodes 1 l(n). The communication links I3(p) may utilize any convenient 
information transmission medium, including, for example, wires for carrying electrical signals, 
optical fiber links for carrying optical signals, and so forth. Each communication link i3(p) is 
preferably bi-directional, allowing the switching nodes 1 l(n) to transmit and receive signals among 
each other and with computer systems 12(m) connected thereto over the same link; depending on the 
particular type of medium selected for respective communication links I3(p), multiple media may 
be provided for transferring signals in opposite directions. 

In one embodiment, the computer systems 12(m), as source computer systems 12(m s ), 
provide information for transfer, organized in packets which are structured according to the well- 
known "IP" ("Internet Protocol") transfer methodology. In addition, computer systems 12(m) which, 
as destination computer systems 12(m D ), are to receive the packets, expect to receive such EP packets. 
In the IP transfer methodology, packets are normally transferred according to the "connectionless" 
transfer methodology, in which each packet provided by a source computer system 1 2(m s ), for 
transfer to a destination computer system 12(m D ), includes a network address that includes a high- 
order portion, termed herein a "prefix" that identifies the particular switching node 1 l(n) to which 
the destination computer system 12(m D ) is connected, as well as a "suffix" that identifies the 
particular destination computer system 12(m D ) itself. In the network 10, the various switching nodes 
1 l(n) establish virtual circuits thereamong, over which they transfer the packets received from the 
computer systems 12(m). In the network 10, the various switching nodes 1 l(n) establish the virtual 
circuits thereamong automatically, independently of the receipt of message packets from any of the 
computer systems 12(m) connected thereto. Each virtual circuit can be used to transfer packets 
generated by a source computer system 12(m s ) to the terminating switching node 1 l(n T ), which, in 
turn, will transfer such packets to the destination computer system. Since the virtual circuits are 
established in the network automatically and independently of the receipt of message packets from 
any of the computer systems 12(m) connected thereto, the transfers of packets received from the 
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computer systems 12(m) will not be delayed by overhead operations required to establish the virtual 
circuits. 

In accordance with invention, to reduce the amount of virtual circuit information which the 
switching nodes need to maintain to define the virtual circuits which they establish, instead of the 
switching nodes ll(n) establishing a unique virtual circuit between each respective originating 
switching node 11(1^) and terminating switching node ll(n T ), as in the system described in the 
aforementioned Chen patent application, the switching nodes ll(n) in the network 10 (FIG. 1) 
establish a single virtual circuit for each terminating switching node 1 l(n T ), which virtual circuit all 
of the other switching nodes 1 l(n') (n'*n x ) which operate as originating switching nodes will use in 
transferring message packets to the respective terminating switching node 1 l(n T ). One such virtual 
circuit will be established for each of the switching nodes which may operate as a terminating 
switching node 1 l(n T ). Accordingly, unlike the virtual circuits described in the aforementioned Chen 
application, in which each virtual circuit defines a single "point to point" path between one respective 
originating switching node 11 (no) and one respective terminating switching node 11 (n T ), in the 
network 10 (FIG. 1) each virtual circuit may define a plurality of paths through the network, all of 
which extend from a remote switching node 1 \(n^), as the most remote switching node along a 
respective path in the virtual circuit, and terminate at the respective terminating switching node 
1 l(n T ). Each virtual circuit in the network 10 is effectively in the form of a !, multi-point to point" 
tree comprising one or more branches, each branch defining a message packet transfer path through 
the network 10, with the tree having a root at the terminating switching node 1 l(n T ) and one or more 
leaves comprising respective remote switching node(s) 1 l(n^). 

In addition, in the network 10, all of the switching nodes 1 l(n) along each branch or path of 
a virtual circuit, in addition to operating as intermediate switching nodes 1 l(n,) to forward packets 
that they receive for the virtual circuit along a respective path comprising the virtual circuit, can also 
operate as originating switching nodes 1 1(1^). As originating switching nodes 1 1 (i^), the switching 
nodes 1 l(n) can transmit message packets which they receive from computer systems 12(m) which 
are connected thereto, to the terminating switching node 1 l(n T ), using the same virtual circuit. This 
is in further contrast to the virtual circuits in the network described in the aforementioned Chen 
application. In the network described in the Chen application, it a switching node 1 l(n) along a 
particular virtual circuit between an originating switching node 1 1^) and a terminating switching 
node 1 l(n T ) operates as an intermediate switching node 1 l(n,) for the virtual circuit, if the switching 
node 1 l(n) also can operate as an originating switching node, a separate and distinct virtual circuit 



WO 98/18239 



PCT/US97/19558 



-7- 

is established between that switching node 1 l(n) and the terminating switching node 1 l(n T ) over a 
portion of the same path as that taken by the particular virtual circuit. 

Thus, for example, if computer system 12(1) can operate as a destination computer system, 
a single virtual circuit will be established which extends to the switching node 11(1) connected 
thereto, as terminating switching node, from the switching nodes 1 1(2), 1 1(4), 1 1(5) and 1 1(6), as 
originating switching nodes, if at least one computer system connected to the respective switching 
node 11(2), 11(4), 11(5) and 11(6) can operate as source computer system. The virtual circuit 
established by the terminating switching node 11(1) illustratively covers the paths comprising the 
communication links 13(p) represented by the thick solid lines in FIG. 1. All of the paths share a 
common "root" at the terminating switching node 11(1), with all of the other switching nodes which 
can operate as originating switching node, namely, switching nodes 1 1(2), and 1 1(4) through 1 1(6), 
comprise leaves for the virtual circuit "tree." The paths comprising the virtual circuit include 

(i) one path comprising communication link 13(8) from the switching node 11(6), with 
switching node 1 1(6) operating as the remote switching node for the path, 

(ii) a second path comprising communication links 13(9) and 13(15) from switching node 
1 1(5) through switching node 1 1(3), with switching node 1 1(5) operating as the remote switching 
node for the path, 

(iii) a third path comprising communication links 13(9) and 13(13) from switching node 
11(4) also through switching node 11(3), with switching node 11(4) operating as the remote 
switching node for the path, and 

(iv) a fourth path comprising communication links 13(10) from switching node 1 1(2), with 
switching node 1 1(4) operating as the remote switching node for the path. 

The virtual circuit so established defines a plurality of paths, as indicated above, all of which 
terminate at the terminating switching node 11(1), which the other switching nodes 1 1(2) through 
1 1(6) can use to transfer message packets that they receive from the respective computer systems 
12(m) connected thereto, to the switching node 1 1(1) for delivery to the computer system 12(1) as 
destination computer system. As shown in FIG. 1, the second and third paths share the 
communication link 13(9) between switching node 11(3) and 11(1), and so the virtual circuit 
branches at switching node 1 1(3) to form separate paths to switching nodes 1 1(4) and 1 1(5). 

Thus, if, for example, a computer system 12(6) or 12(7) generates a message packet for 
transfer to the computer system 12(1), it (that is, computer system 12(6) or 12(7)) will initially 
transfer the message packet to the remote switching node 1 1(6) for the first path described above, 
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which switching node also operates as originating switching node for the transfer. The remote 
switching node 11(6), in turn, will use the previously-established virtual circuit for which the 
switching node 11(1) is the terminating switching node, to transfer the message packet to the 
switching node 11(1). After the terminating switching node 11(1) receives the message packet, it 
(that is, the switching node 1 1 ( 1 )) can provide the message packet to the destination computer system 
12(1). 

Similarly, if computer system 12(5) generates a message packet for transfer to the computer 
system 12(1), it (that is, computer system 12(5)) will initially transfer the message packet to the 
remote switching node 11(5) for the second path described above, which switching node also 
operates as originating switching node for the transfer. The switching node 1 1(5), in turn, will use 
the previously-established virtual circuit for which the switching node is the terminating switching 
node, to initiate transfer the message packet to the switching node 11(1). In the actual transfer 
operation, the switching node 1 1(5) will initially transfer the message packet to the switching node 
1 1(3). The switching node 1 1(3) will operate as intermediate switching node to transfer the message 
packet to switching node 1 1(1). After switching node 1 1(1) receives the message packet, it (that is, 
the switching node 11(1)) can provide the message packet to the destination computer system 12(1). 

On the other hand, if, for example, a computer system 12(3) or 12(4) generates a message 
packet for transfer to the computer system 12(1), it (that is, computer system 12(3) or 12(4)) will 
initially transfer the message packet to the remote switching node 1 1(4) for the third path described 
above, which switching node also operates as originating switching node for the transfer. The 
remote switching node 1 1(4), in turn, will use the previously-established virtual circuit for which the 
switching node 11(1) is the terminating switching node, to transfer the message packet to the 
switching node 11(1). In the actual transfer operation, the switching node 1 1(4) will initially transfer 
the message packet to the switching node 11(3). The switching node 11(3) will operate as 
intermediate switching node to transfer the message packet to switching node 11(1). After switching 
node 11(1) receives the message packet, it (that is, the switching node 11(1)) can provide the 
message packet to the destination computer system 12(1). 

Finally, if computer system 12(2) generates a message packet for transfer to the computer 
system 12(1), it (that is, computer system 12(2) will initially transfer the message packet to the 
switching node 1 1(2). The switching node 1 1(2), in turn, will operate as originating switching node 
for the transfer, and will use the previously-established virtual circuit for which the switching node 
1 1(1) is the terminating switching node, to transfer the message packet to the switching node 11(1). 
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After the terminating switching node 11(1) receives the message packet, it (that is, the switching 
node 11(1), can provide the message packet to the destination computer system 12(1). 

It will be appreciated that the switching nodes 1 1(2) through 1 1(6) will use the same virtual 
circuit to transfer the message packets received from the respective computer systems in the 
examples described above to the switching node 11(1), that is, the virtual circuit defined by the 
terminating switching node 11(1). In addition, it will also be appreciated that the switching nodes 
1 1(4) and 1 1(5) will both use a path through the switching node 1 1(3) as an intermediate switching 
node. If a computer system 12(m) (not shown) which can operate as a source computer system 
12(m s ), were also connected to the switching node 1 1(3), that switching node 1 1(3) could also use 
the same virtual circuit for message packets provided thereto by the computer system for transfer to 
the computer system 12(1). 

As will be described below in greater detail, each virtual circuit which is maintained by a 
switching node 1 l(n) will be defined by virtual circuit information, including, for example, a virtual 
circuit identifier which identifies the particular virtual circuit and the identification of a particular 
communication link 13(p) that is connected to the switching node 1 l(n) over which a message packet 
received over the communication link is to be transmitted if the switching node is not the terminating 
switching node for the virtual circuit, or an indicator if the switching node is the terminating 
switching node for the virtual circuit. It will be appreciated that, by having all of the switching nodes 
ll(n) (n*l) in the network 10 which may operate as originating switching nodes, use the same 
virtual circuit to transfer message packets to the switching node 1 1(1), the amount of virtual circuit 
information each switching node will need to store can be reduced from that required in the network 
described in the aforementioned Chen application. 

This will be apparent from the following. In the network described in the aforementioned 
Chen application, separate virtual circuits are provided extending from each of the originating 
switching nodes to each of the terminating switching nodes. Accordingly, in the network described 
in the aforementioned Chen application, a separate virtual circuit would be provided between each 
of the switching nodes 1 1(2), 1 1(4), 1 1(5), and 1 1(6), as respective originating switching nodes, and 
the switching node 11(1), as terminating switching node. In that case, the switching node 11(3) 
would need to maintain virtual circuit information for two virtual circuits, namely, 

(i) the virtual circuit extending from switching node 1 1(4) as originating switching node to 
switching node 1 1(1) as terminating switching node, to facilitate transfers of message packets from 
computer systems 12(3) and 12(4) to computer system 12(1), and 
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(ii) the virtual circuit extending from switching node 1 1(5) as originating switching node to 
switching node 1 1(1) as terminating switching node, to facilitate transfers of message packets from 
computer systems 12(5) to computer system 12(1). 

In addition, if the switching node 1 1(3) itself were an originating switching node, which 
would occur if a source computer system were connected thereto, it (that is, the switching node 
1 1(3)) would also maintain virtual circuit information for a third virtual circuit, namely, a virtual 
circuit extending from the switching node 1 1(3) to the switching node 1 1(1). It will be appreciated 
that the switching node 1 1(3) will maintain such virtual circuit information for each virtual circuit 
for which it is an originating switching node for which any of the switching nodes 1 l(n) (n*3) is the 
terminating switching node, and for which it is the intermediate switching node between any 
originating switching node ll(n) and terminating switching node ll(n') (n'*n). Accordingly, the 
number of virtual circuits, for which each switching node 1 1 (3) stores virtual circuit information, will 
be on the order of N2, where "N" corresponds to the number of switching nodes ll(n) in the 
network. Each of the other switching nodes 1 l(n) (n*3) will also store virtual circuit information for 
similar numbers of virtual circuits. Thus, for networks with large numbers of switching nodes 1 l(n), 
the amount of virtual circuit information to be stored can grow significantly. 

On the other hand, in the network 10 described herein, since the same virtual circuit is used 
by all of the switching nodes 11 (n 1 ) (n'*n) may operate as originating switching nodes for 
transmission of message packets to switching node ll(n) as terminating switching node, each 
switching node need only maintain virtual circuit information for one virtual circuit for each 
terminating switching node. Thus, there will be on the order of "N" virtual circuits in the network 
10, where "N" corresponds to the number of switching nodes 1 l(n) in the network 10. By allowing 
all of the switching nodes, as originating switching nodes, to share the same virtual circuit to transfer 
message packets to each terminating switching node, the number of virtual circuits for which each 
switching node 1 l(n) will need to store virtual circuit information which the switching nodes need 
to store can be reduced from on the order of "N2" to being generally on the order of "N." 
Accordingly, in a network comprising a large number "N" of switching nodes, the network 
constructed in accordance with the invention can provide a significant reduction in the amount of 
virtual circuit information which the switching nodes need to store. 

With this background, the structure and operation of the network 10 will be described in 
detail in connection with FIGS. 2 through 5. As indicated above, the respective originating 
switching nodes 1 l(n) receive packets which have been generated by the respective source computer 
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systems 12(m) for transfer using the "connectionless" IP packet transfer methodology, which packets 
will be termed herein "device packets." The originating switching nodes 1 l(n) will generate, from 
the device packets, "virtual circuit packets" for transfer the packets to respective terminating 
switching nodes using the virtual circuits as described above. When the terminating switching nodes 
receive the virtual circuit packets, they will recover the device packets therefrom and provide them 
to the respective destination computer system 12(m D ). FIGS. 2 and 3 depict the structures of a 
device packet 20 and a virtual circuit packet 30, respectively, which are useful in one embodiment 
of the invention. 

With initial reference to FIG. 2, a device packet 20 constructed in accordance with the IP 
packet transfer methodology includes a header portion 21 and a data portion 22. The data portion 
22 contains the actual data to be transmitted from the source computer system 12(m s ) to the 
destination computer system 12(m D ). The header portion 21 includes one or more fields which 
contain, among other information, routing control information which the switching nodes 1 l(n) can 
typically use in routing the packet 20 from the source computer system 12(m s ) to the destination 
computer system 12(m D ). In particular the header portion 21 includes a destination address field 2^3, 
which contains a value corresponding to the network address for the the destination computer system 
12(m D ). Generally in the IP methodology, as indicated above, the destination address includes the 
high-order "prefix" portion that provides an identifier for the node that is connected to the particular 
destination computer system 12(m D ), as well as the low-order "suffix"portion that identifies the 
destination computer system 12(m D ) itself. 

In addition, the header portion 21 will generally include a source address field 24 and one or 
more miscellaneous fields generally identified by reference numeral 25. The source address field 
24 contains a value corresponding to the network address for the source computer system 12(m s ). 
The miscellaneous fields 25 may contain a variety of types of protocol information, such as, for 
example, packet type information identifying the type of packet, which may assist the switching 
nodes 1 l(ri) and destination computer system 12(m D ) in, for example, identifying the various fields 
of the header portion 21 and the data portion 22. If the packet can be of variable length, the 
miscellaneous fields 25 may also include length information identifying the length of the packet. 
In addition, the miscellaneous fields 25 may contain information which may be used to specifically 
identify a particular application at the destination computer system 12(m D ) which is to receive and 
process the data provided in the data portion 22, and the like. It will be appreciated that the sequence 
of the various fields 23 through 25 in the header 21 may differ from that depicted in FIG. 2, and that 
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various ones of the miscellaneous fields 25 may be situated throughout the header portion 21. The 
device packet 20 may also include an error detection code field (not shown) which includes an error 
detection code that is useful in verifying that the packet has been properly transferred. 

As described above, the switching nodes 1 l(n) receive the device packets 20 from the various 
computer systems 12(m) and generate therefrom virtual circuit packets 30 for transfer over the 
various virtual circuits established in the network 10. FIG. 3 depicts details of a virtual circuit packet 

30 useful in connection with the invention. With reference to FIG. 3, virtual circuit packet 30 
includes a virtual circuit packet header 3 1 followed by a portion that comprises the device packet 20, 
including the device packet's header portion 2 1 and data portion 22. The virtual circuit packet header 

31 comprises fields which contain information which is used by the switching nodes ll(n) 
transferring the virtual circuit packet 30 over the virtual circuit. In particular, the virtual circuit 
packet header 31 includes a virtual circuit identifier field 32, which identifies the particular virtual 
circuit over which the virtual circuit packet 30 is to be transferred. In addition, the virtual circuit 
packet header 3 1 may also include one or more virtual circuit packet miscellaneous information 
fields, generally identified by reference numeral 33, which contain protocol information which is 
used by the switching nodes 1 l(n) in transferring the packet 30. The protocol information contained 
in the miscellaneous information fields 33 may include such information as an identifier identifying 
the packet 30 as a virtual circuit packet, length information identifying the length of the packet, and 
other information which may be useful in facilitating the transfer of the packet 30 over the virtual 
circuit. It will be appreciated that the ordering of the fields 32 and 33 in the header 31 may differ 
from that depicted in FIG. 3, and that one or more of the miscellaneous fields 33 may be situated 
ahead of the virtual circuit identifier field 32, The virtual circuit packet 30 may also include an error 
detection code field (not shown) which includes an error detection code that is useful in verifying 
that the packet has been properly transferred. 

The switching nodes 1 l(n) comprising network 10 also make use of several other types of 
message packets, including advertising message packets and virtual circuit path establishment 
message packets (not shown) in connection with the invention, which are described below. 

When a computer system operating as a source computer system 12(m s ) provides a device 
packet 20 to the switching node 1 l(n) connected thereto for transfer to a destination computer system 
12(m D ), the destination address field 23 will include the network address required for the destination 
computer system 12(m D ), including the prefix that identifies the switching node 1 l(n) connected to 
the destination computer system 12(m D ), as well as the suffix that identifies the destination computer 
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system 12(m D ) itself. The switching node 1 l(n) which receives the device packet from the source 
computer system I2(m s ) will, as originating switching node 1 \(x^): 

(1) use the prefix of the network address to identify the virtual circuit between it (that is, the 
originating switching node 1 l(no) that which receives the device packet) and the switching node 
1 l(n') which, as terminating switching node 1 l(n x ) is connected to the destination computer system 
12(m D ), 

(2) embed the device packet 30 in a virtual circuit packet 20, which contains a virtual circuit 
identifier in the virtual circuit identifier field 32, and 

(3) transfer the virtual circuit packet over the communication link that is associated with the 
particular virtual circuit identified by the virtual circuit identifier in the virtual circuit packet. 
Thereafter, each switching node 1 l(n) which receives the virtual circuit packet, up to the terminating 
switching node 1 l(n T ) along the virtual circuit, as intermediate switching node 1 l(n,), will use the 
virtual circuit identifier in the virtual circuit packet to identify the communication link 13(p) 
connected thereto over which it (that is, the respective switching node 1 l(n)) will transfer the virtual 
circuit packet. When the terminating switching node 1 l(n T ) receives the virtual circuit packet, it (that 
is, the switching node 1 l(n)) will extract the original device packet from the virtual circuit packet 
and use the suffix of the destination network address contained therein to identify the particular 
destination computer system 12(m D ) that is to receive the device packet. Thereafter, the switching 
node 1 l(n T ) can provide the device packet to the destination computer system 12(m D ). 

As a specific example, if, for example, computer system 12(5), as source computer system, 
is to transfer information to computer system 12(1), as destination computer system, it (that is, 
computer system 12(5)) will generate a device packet 20 including in data portion 22 the information 
to be transferred and in destination address field 23 a destination address that identifies computer 
system 12(1) as the destination computer system and switching node 1 1(1) as the switching node 
connected to the destination computer system. In addition, computer system 12(5) will provide the 
device packet to the switching node 1 1(5) connected thereto. The switching node 1 1(5), in turn, 
instead of using the destination address to make a routing decision to identify the next switching 
node along a path to the destination computer system 12(1) and transferring the device packet 20 to 
that switching node as is conventional in the connectionless packet transfer methodology, will 
identify the one of the previously-established virtual circuits to be used for transferring information 
to the terminating switching node 1 l(n T ), namely, switching node 11(1), that is connected to the 
destination computer system 12(1). In addition, the switching node 1 1(5) will generate a virtual 
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circuit packet 30 for the device packet 20, embed the device packet 20 in the virtual circuit packet 
30, and provide in virtual circuit identifier field 32 a virtual circuit identifier identifying the virtual 
circuit. It will be appreciated that the virtual circuit whose identifier will be provided by switching 
node 1 1(5) in the virtual circuit packet 30 in this example, is the virtual circuit for which switching 
node 1 1(1) is the terminating switching node. In addition, the originating switching node 1 1(5) will 
transmit the virtual circuit packet 30 over the communication link 13(p) connected thereto. In this 
example, the path of the virtual circuit for terminating switching node 11(1) from switching node 
1 1(5) to switching node 1 1(1) includes switching node 1 1(3) as intermediate switching node, and 
so the switching node 1 1(5) will transmit the virtual circuit packet over communication link 13(15) 
to the switching node 1 1(3). 

When the switching node 1 1(3) receives the virtual circuit packet from switching node 1 1(5), 
it will use the virtual circuit identifier in virtual circuit identifier field 32 of the virtual circuit packet 
to identify one of the communication links 13(p) connected thereto over which it is to transfer the 
virtual circuit packet to the next switching node along the virtual circuit, in this case, communication 
link 13(9). When switching node 11(1) receives the virtual circuit packet, since it is the terminating 
switching node I l(n T ) for the virtual circuit, it will extract the device packet from the virtual circuit 
packet, use the destination address in the device packet to identify the destination computer system 
12(1) to receive the device packet, and transfer the device packet over the communication link 13(1) 
to that computer system. It will be appreciated that, since the switching nodes 1 1(5) and 1 1(3) use 
the pre-established path of the virtual circuit to the terminating switching node 1 1(1) in transferring 
the virtual circuit packet, they do not need to make respective routing path decisions when they 
receive the virtual circuit packet, which can result in enhanced efficiency in the transfer of 
information from the source computer system 12(5) to the destination computer system 12(1). 

Similar operations will be performed in connection with transfers of packets from each of the 
respective computer systems 12(2) through 12(7), as source computer systems 12(m s ), to computer 
system 12(1) as destination computer system 12(m D ). It will be appreciated that, in accordance with 
the invention, for such transfers, the originating switching nodes 1 1(2) and 1 1(4) through 1 1(6) will 
generate, from the device packets 20 which they receive from the respective source computer 
systems 12(2) through 12(7), virtual circuit packets 30 that identify the same virtual circuit, namely, 
the virtual circuit associated with the switching node 1 1(1) as the terminating switching node 1 l(n T ). 
Thus, virtual circuit packets 30 generated by the switching nodes 1 1(2) and 1 1(4) through 1 1(6), for 
transfer to the switching node 11(1), will all identify the same virtual circuit. Each of the switching 
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nodes ll(n) which can operate as an originating switching node 11 (Hq), will perform similar 
operations in connection with generation of virtual circuit packets for transfer to each of the other 
switching nodes 1 l(n') (n f *n) as terminating switching nodes. 

A functional block diagram of a switching node 1 l(n) useful in connection with the invention 
is depicted in FIG. 4. With reference to FIG. 4, the switching node ll(n) includes a packet 
processing and switching fabric subsystem 40 which operates under the control of a control 
subsystem 41. The packet processing and switching fabric subsystem 40 receives packets from ones 
of the communication links 13(p) connected thereto as input communication links generally 
identified by reference numeral 42. The packet processing and switching fabric subsystem 40 may 
receive device packets 20 (received from computer systems 12(m) which are connected thereto), and 
virtual circuit packets 30 (received from other switching nodes 1 l(n') which are connected thereto), 
as described above in connection with FIGS. 2 and 3. In addition, the packet processing and 
software fabric subsystem 40 may receive various types of network control packets, including virtual 
circuit control packets which are used to control establishment and extension of virtual circuits 
through the network 10. In connection with the invention, under control of the control subsystem 
41: 

(i) if the packet processing and switching fabric subsystem 40 receives a device packet 20, 
it will embed the device packet 20 in a virtual circuit packet 30, using virtual circuit identifier and 
miscellaneous information for fields 32 and 33 the header portion 31 provided by the control 
subsystem 41, and transmit the virtual circuit packet 30 over one of the output communication links 
43 associated with the virtual circuit, as identified by the control subsystem 41, thereby to forward 
the virtual circuit packet over a path of the virtual circuit toward the terminating switching node for 
the virtual circuit; 

(ii) if the packet processing and switching fabric subsystem 40 receives a virtual circuit 
packet 30: 

(a) if the switching node 1 l(n) is an intermediate switching node along the virtual 
circuit, it will transmit the virtual circuit packet 30 over one of the output 
communication links 43 associated with the virtual circuit, as identified by the 
control subsystem 41, thereby to forward the virtual circuit packet over a path of the 
virtual circuit toward the terminating switching node for the virtual circuit; but 

(b) if the switching node is the terminating switching node 1 l(n T ) along the virtual 
circuit, it will process the virtual circuit packet 30 to extract the device packet 20 
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embedded therein and transmit the extracted device packet 20 over one of the output 
communication links 43, as identified by the control subsystem 41, to the destination 
computer system 12(m D ); 

(iii) if the packet processing and switching fabric subsystem 40 receives an advertising 
message packet, a virtual circuit path establishment message packet, or another type of virtual circuit 
control packet, from an input communication link 42, it will pass the information in the packet to the 
control subsystem 41 for processing; and 

(iv) if the packet processing and switching fabric subsystem 40 receives an advertising 
message packet, a virtual circuit path establishment message packet, or another type of virtual circuit 
control packet, from the control subsystem 41, it will transfer the packet over an output 
communication link 43 as indicated in the respective packet. 

Details of the structure and operation of packet processing and switching fabric 40 useful in one 
embodiment of the invention are described in the aforementioned Chen patent application, and will 
not be described in detail herein. 

The control subsystem 41 makes use of several tables for controlling the operations of the 
packet processing and switching fabric 40, including a routing table 44, a virtual circuit table 45, and 
a network topology database 46. Details of the structures of the routing table 44 and virtual circuit 
table 45 are described in the aforementioned Chen application and will not be described in detail 
herein. In addition, the structure of the network topology database 46 is conventional and will not 
be described in detail herein. 

Generally, the routing table 44 contains information which associates each switching node 
1 l(n f ), by the prefix of the switching node 1 l(n'), with a particular virtual circuit and a particular 
output communication link 13(p). In addition, the routing table 44 identifies the series of 
communication links 13(P[), 13(p 2 )...13(p T ) from the switching node ll(n) to the switching node 
1 l(n'). In particular, the routing table 44 associates particular prefix values with particular virtual 
circuits identified in the virtual circuit table 45. The control subsystem 41 uses this information when 
it is constructing a virtual circuit packet 30 from a device packet 20, to identify the particular virtual 
circuit identifier to be used in the virtual circuit packet 30. After the virtual circuit packet 30 is 
constructed, the control subsystem 41 can use the virtual circuit table 45 to identify the particular one 
of the output communication links 43 over which the virtual circuit packet is to be transmitted. It will 
be appreciated that the prefix value identifies the terminating switching node 1 l(n) connected to the 
destination computer system 12(mD) that is to receive the device packet 20. Accordingly, in 
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connection with the invention, for each prefix value, the virtual circuit tables 44 of all of the 
switching nodes 1 l(n) in the network 10 will identify the same virtual circuit, although, as will be 
described below, the particular values of the virtual circuit identifiers which are used to identify the 
virtual circuit may differ as among the respective switching nodes 1 l(n). 

The virtual circuit table 45 contains information for each of the various virtual circuits in 
which the switching node 1 l(n) is included. The control subsystem 41 uses the information in the 
virtual circuit table 45 to identify a particular one of the output communication links 43 over which 
the virtual circuit packet is to be transmitted, for each virtual circuit packet 30 generated by the 
switching node 1 l(n) as originating switching node 1 l(no) or received by the switching node 1 l(n) 
from an input communication link 42 as an intermediate switching node 1 1 (n,) along the path to the 
terminating switching node 1 l(n T ) for the virtual circuit. In addition, the virtual circuit table 45 
indicates whether the switching node 1 l(n) is the terminating switching node for the virtual circuit. 

In one particular embodiment, each switching node 1 l(n) can actually make use of several 
virtual circuit identifier values which identify each virtual circuit, including: 

(i) a "received" virtual circuit identifier value for virtual circuit packets that are received from 
another switching node 1 l(n') (nVn), and 

(ii) a "transmitted" virtual circuit identifier value that is used in transmitting the virtual circuit 
packet over one of the output communication links 43 to another switching node 1 l(n") (n'Vn 1 , n), 
and the virtual circuit table 45 will identify each of the virtual circuit identifier values along with the 
identification of the output communication link 43 over which the virtual circuit packet 30 is to be 
transmitted. 

For each switching node 1 l(n) which can operate as a terminating switching node 1 l(n T ): 

(a) If an switching node 1 l(n') (n'*n) is an originating switching node, the routing table 44 
of the switching node ll(n') will identify the transmitted virtual circuit identifier value (item (ii) 
above) for the virtual circuit associated with the switching node 1 l(n), as well as the communication 
link over which virtual circuit packets associated with that virtual circuit are to be transmitted. 

(b) If the switching node 1 l(n') is an intermediate switching node for the same virtual circuit, 
its virtual circuit table 45 will contain at least one entry which associates 

(I) the received virtual circuit identifier value (item (i) above) for virtual circuit packets 
that it (that is, the switching node 1 l(n*)) receives associated with the virtual circuit, 
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(II) the transmitted virtual circuit identifier value (item (ii) above) for virtual circuit 
packets that it (that is, the switching node 1 l(n') associated with the virtual circuit 
that it is to transmit. 

The virtual circuit table 45 of the switching node 11 (n') preferably has one such entry for each 
communication link 13(p) which forms a part of the path for the virtual circuit over which it can 
receive a virtual circuit packet for the virtual circuit. Thus, the virtual circuit table 45 can effectively 
map a plurality of received virtual circuit identifier values to a single transmitted virtual circuit 
identifier value. 

Thus, for example, with reference to network 10 (FIG. 1), since, in the illustrative virtual 
circuit described above in connection with that FIG., the virtual circuit branches at switching node. 
1 1(3), the' virtual circuit table 45 for switching node 1 1(3) can have separate entries for each of he 
branches. In that case, the switching node ll(3)'s virtual circuit table 45 will include one entry 
which associates the received virtual circuit identifier value for virtual circuit packets that it receives 
over communication link 13(13) from switching node 11(4) to the transmitted virtual circuit 
identifier value that it uses in connection with transfer of virtual circuit packets over communication 
link 13(9) to the switching node 11(1). In addition, the switching node 1 l(3)'s virtual circuit table 
45 will include a second entry which associates the received virtual circuit identifier value for virtual 
circuit packets that it receives over communication link 13(15) from switching node 11(5) to the 
same transmitted virtual circuit identifier value. 

It will be appreciated that, by allowing an switching node 1 l(n) to make use of diverse virtual 
circuit identifier values for each respective virtual circuit in the manner described above, the virtual 
circuit identifier values for a virtual circuit need only be determined locally between neighboring 
switching nodes 1 l(n) and 1 l(n') (n'*n) along the path for the virtual circuit, and not globally across 
the network 10. It will be appreciated that the actual values of the received and transmitted virtual 
circuit identifier values associated with a particular virtual circuit need not be unique, and, indeed, 
two or more of the three virtual circuit identifier values maintained by a switching node 1 l(n) for a 
particular virtual circuit may be the same. 

The network topology database 46 contains information describing the topology of the 
network 10, which the control subsystem 41 can use in establishing the tables 44 and 45 and in 
controlling the establishment and extension of the virtual circuit branches for its particular virtual 
circuit (that is, the virtual circuit for which the switching node 1 l(n) is the terminating switching 
node 1 1 (n)) over the network 10. The control subsystem 41 can update the information in the 
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network topology database 46 in response to advertising message packets which each of the ^ 
switching nodes 11(n) generates and broadcasts throughout the network 10. Each advertising 
message packet provides local network topology information associated with the switching node that 
generated the advertising message packet, in particular identifying each the communication link 
13(p) that is connected to the switching node that generated the advertising message packet and the 
other switching node that is connected thereto. 

Using the network topology as defined by the network topology database 46, the control 
subsystem 41 can determine optimal paths for packet transfers to and from each of the other 
switching nodes 1 l(n') (n'*n) using operations defined by conventional optimal- or shortest-path 
algorithms. The control subsystem 41, for each switching node 1 l(n'), can store the information 
defining the path that it determines in the routing table 44. In addition, the control subsystem 41 can 
use the paths that it determines to identify, for each switching node 1 l(n') (nV n ), the path for its (the 
switching node ll(n)*s) virtual circuit from the respective switching node 11 (n') to the particular 
switching node ll(n). 

After the control subsystem 41 of switching node 1 l(n) determines the paths to each of the 
respective switching nodes 1 l(n'), it (that is, the control subsystem 41) will proceed to establish the 
path or paths for its virtual circuit. In that operation, the control subsystem 41 will initiate operations 
similar to those conventionally performed to establish "point to multi-point" virtual circuits. As is 
conventional, a point to multi-point virtual circuit is in the shape of a tree having at least one branch 
extending from a "root" switching node to a plurality of switching nodes, at least one of which is a 
"leaf switching nodes. The "root" switching node, as originating switching node on a point to 
multi-point virtual circuit, uses the point to multi-point virtual circuit to multi-cast virtual circuit 
message packets to a plurality of terminating switching nodes, including the leaf switching nodes. 
To establish a virtual circuit in connection with the invention, the switching node ll(n), as 
terminating switching node, and other switching nodes 1 l(n') (n'*n) as originating switching nodes 
11 (Hq) or intermediate switching nodes ll(n,), will perform operations corresponding to those 
performed by switching nodes in establishing a point to multi-point virtual circuit, except that: 

(i) Each switching node 1 l(n') that can operate as an originating switching node 1 lO^) along 
the virtual circuit will generate an entry for its routing table 45 that contains, associated with the 
network address for the switching node 1 l(n) as terminating switching node 1 1(T), the virtual circuit 
identifier received from the previous switching node ll(n") (n"*n) along the path of the virtual 
circuit (that is, the switching node 1 l(n") toward the terminating switching node 1 l(n x ) along the 
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virtual circuit) as the transmitted virtual circuit identifier value and the communication link 13(p) 
interconnecting the switching nodes 1 l(n') and 1 l(n") as the communication link over which virtual 
circuit packets for the virtual circuit are to be transmitted. As indicated above, the switching node 

I l(n'), when it receives a device packet (FIG. 2) for transfer to the switching node 1 l(n), will use the 
information from the entry of its routing table in generating a virtual circuit packet (FIG. 3) and 
transmitting it to the next switching node ll(n"). 

(ii) Each switching node 11 (n 1 ) will in addition establish one or more entries in its virtual 
circuit table 45, such that 

(a) the communication link 13(p) interconnecting it (that is, switching node 1 l(n')) and 
the previous switching node 1 l(n M ) (n"*n\ n) along the virtual circuit path will be 
identified as the communication link over which virtual circuit packets associated 
with the virtual circuit are to be transmitted, 

(ii) the virtual circuit identifier value that is received from the previous switching node 
1 l(n") (n M *n\ n) will be identified as the transmitted virtual circuit identifier value 
in the entry of the virtual circuit table 45 associated with the virtual circuit, and 

(iii) the virtual circuit identifier value that it (that is switching node 1 1 (n 1 )) uses in 
connection with next switching node 1 l(n"') (n'Vn", n\ n) (if any) along the path to 
the leaf switching node will be identified as the received virtual circuit identifier 
value, 

thereby to facilitate association of each virtual circuit packet received from the next switching node 

I I (n m ) to a particular virtual circuit and communication link 1 3(p) over which it (that is, switching 
node 1 l(n')) is to transmit the virtual circuit packet. It will be appreciated that, if the switching node 
1 l(n ! ) is the remote switching node 1 l(n,J along a particular path or branch of the virtual circuit, no 
received virtual circuit identifier value need be provided for the entry associated with the virtual 
circuit in its virtual circuit table 45. The effect of the above-described operations is to effectively 
establish the virtual circuit as a "multi-point to point" virtual circuit, with the root switching node 
as the terminating switching node 1 l(n T ) for the virtual circuit and the other switching nodes as 
originating switching nodes 1 l(no). 

After the virtual circuit paths have been initially established, the switching node 1 l(n) will 
generally update the virtual circuit paths when it receives an advertising message packet that 
indicates that, for example, a new switching node has been added to the network 10, in which case 
a virtual circuit path will be established thereto, or a communication link 13(p) has malfunctioned, 
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in which case virtual circuit paths to the various switching nodes beyond the malfunctioning 
communication link 13(p) will need to be re-established to over another communication link. The 
switching nodes 1 l(n) can perform operations corresponding to those performed by switching nodes 
in updating a point to multi-point virtual circuit, modified as described above in connection with 
virtual circuit establishment. 

With this background, selected operations performed by a switching node 1 l(n) in connection 
with the invention will be described in connection with the flow chart in FIG. 5, in particular 
operations performed by the switching nodes 1 l(n) in connection with establishing a virtual circuit. 
Preliminarily, operations performed by the switching nodes 1 l(n) in connection with 

(i) receipt of device packets 20 and generation of respective virtual circuit packets 30 
therefrom, 

(ii) transfer of virtual circuit packets, both those generated by the switching node 1 l(n) and 
those received from other switching nodes, over the virtual circuit, and 

(iii) extraction of devices packets 20 from virtual circuit packets 30 for delivery to a computer 
system 12(m), 

are similar to those described in the aforementioned Chen application (except that in item (i) above 
the switching nodes 1 l(n) described herein use the routing table 44 to identify the particular virtual 
circuit to be used to transfer the virtual circuit packet 30 to the terminating switching node 1 l(n T )), 
and will not be described herein. 

FIG. 5 specifically depicts the operations that are performed by each switching node in 
connection with receipt of a virtual circuit path establishment message packet, which each 
terminating switching node 11 (n T ) initially generates and transfers to enable establishment of 
respective paths for its virtual circuit. A virtual circuit path establishment message packet includes 
a virtual circuit identifier and a series of communication link identifiers. In one embodiment, in 
which virtual circuit identifier values are determined locally between neighboring switching nodes, 
the virtual circuit identifier in the virtual circuit path establishment message packet functions as a 
local virtual circuit identifier value. The series of communication link identifiers in the virtual circuit 
path establishment message packet define the series of communication links 13(p,), 13(p 2 ),..., over 
which successive switching nodes are to transfer the virtual circuit path establishment message 
packet, thereby to establish the virtual circuit path. Operations performed by the terminating 
switching node 1 l(n T ) herein in connection with generation of a virtual circuit path establishment 
message packet are similar to those performed by an originating switching node 1 1 (r^) in connection 
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with generating a corresponding packet for generating a point to multi-point virtual circuit, and will 
not be described herein in detail. 

With reference to FIG. 5, when a switching node ll(n) receives a virtual circuit path 
establishment message packet over a communication link 1 3(pft) from another switching node 1 1 (n') 
(nVn) (step 100), it (that is, the switching node 1 l(n)) will initially determine whether the entry in 
its routing table 44 associated with the terminating switching node 1 l(n T ) for the virtual circuit, 
which switching node had initially generated the virtual circuit path establishment message packet, 
includes a virtual circuit identifier that it (that is, the switching node 1 l(n)) can use as an originating 
switching node. If the switching node 1 l(n) makes a negative determination in step 101, it loads the 
virtual circuit identifier value from the virtual circuit path establishment message packet in the 
routing table entry. Following step 102, or if it makes a positive determination in step 101, or 
following step 102, the switching node ll(n) it will determine whether the virtual circuit path 
establishment message packet identifies a communication link 13(p x ) over which it is to transfer the 
virtual circuit path establishment message packet (step 103), and if not will generate an 
acknowledgment message for transmission to the terminating switching node 1 l(n T ) which originally 
generated the virtual circuit path establishment message packet to indicate that the virtual circuit path 
has been established (step 104). 

Returning to step 103, if the switching node 1 l(n) makes a positive determination in that step 
(which will occur if the switching node 1 l(n) determines that the virtual circuit path establishment 
message packet identifies a communication link 13(p x ) over which it is to transfer the virtual circuit 
path establishment message), it will determine whether the virtual circuit table 45 includes an entry 
for the identified communication link 13(p x ) that is associated with the virtual circuit (step 1 10). 
If the switching node 1 l(n) makes a negative determination in step 1 10, it will establish such an 
entry (step 111), and load in the entry: 

(i) an identifier for the communication link 13(p R ) over which it (that is, the switching node 
1 l(n)) received the virtual circuit path establishment message packet as the communication link over 
which virtual circuit packets received by the switching node 1 l(n) for the virtual circuit are to be 
transmitted (step 112), and 

(ii) the virtual circuit identifier from the received virtual circuit path establishment message 
packet as the transmitted virtual circuit identifier value (step 1 13). 

In addition, the switching node ll(n) selects a virtual circuit identifier value to provide a local 
identification for the virtual circuit with the next switching node ll(n") (n"*n) attached to the 
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communication link 13(p x ) over which it (that is, the switching node 1 l(n)) is to transmit the virtual 
circuit path establishment message packet (step 1 14), and load the selected virtual circuit identifier 
value in the entry of the virtual circuit table 45 as the received virtual circuit identifier value (step 
1 15). The switching node 1 l(n) also loads the selected virtual circuit identifier value in the virtual 
circuit path establishment message packet as the local virtual circuit identifier value (step 1 16) and 
transmits the virtual circuit path establishment message packet to the next switching node 1 1 (n ,f ) over 
the communication link 13(p x ) (step 117). 

Returning to step 1 1 0, if the switching node 1 1 (n) makes a positive determination in that step, 
which will occur if the virtual circuit table 45 already contains an entry for the virtual circuit for the 
communication link 13(p x ), it (that is, the switching node ll(n)) loads the received virtual circuit 
identifier value from the virtual circuit table entry into the virtual circuit path establishment message 
packet (step 120) as the local virtual circuit identifier value, and transfers the virtual circuit path 
establishment message packet to the next switching node 1 l(n") over the communication link 1 3(p x ) 
(step 121). 

It will be appreciated that a number of modifications may be made to the network 10 as 
described above in connection with FIGS. 1 through 5. For example, although the invention has 
been described such that the terminating switching node 1 l(n T ) controls establishment of the virtual 
circuit paths defining its virtual circuit, it will be appreciated that other switching nodes, as remote 
switching nodes 1 l(n R ), along each path can instead control establishment of the virtual circuit paths 
to each respective terminating switching node 1 l(n T ). 

Furthermore, although the invention has been described in connection with use of data 
structures, including the a routing table 44, virtual circuit table 45, and network topology database 
46 described herein and in the aforementioned Chen application, it will be appreciated that data 
structures may be used having a variety of structures and organizations instead of and/or in addition 
for providing the types of information as described above. 

It will be appreciated that a system in accordance with the invention can be constructed in 
whole or in part from special purpose hardware or a general purpose computer system, or any 
combination thereof, any portion of which may be controlled by a suitable program. 

The foregoing description has been limited to a specific embodiment of this invention. It will 
be apparent, however, that various variations and modifications may be made to the invention, with 
the attainment of some or all of the advantages of the invention. It is the object of the appended 



WO 98/18239 PCT/US97/19558 

-24- 

claims to cover these and such other variations and modifications as come within the true spirit and 
scope of the invention. 

What is claimed as new and desired to be secured by Letters Patent of the United States is: 
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Claims 

1. A network comprising a plurality of switching nodes interconnected by a plurality of 
communication links, the switching nodes transferring message packets thereamong, at least one 
virtual circuit being established in said network to at least one said switching node extending over 
a plurality of others of said switching nodes, the virtual circuit defining a path over which said others 
of said switching nodes transfer ones of said message packets to said at least one switching node. 

2. A network as defined in claim 1 in which said path extends over all of said others of said 
switching nodes, all of said others of said switching nodes using said virtual circuit to transfer ones 
of said message packets to said at least one said switching node. 

3. A network as defined in claim 1 in which said virtual circuit comprises a plurality of paths 
extending to said at least one said switching node extending over a plurality of others of said 
switching nodes. 

4. A network as defined in claim 1 in which said at least one virtual circuit path is established in 
response to a virtual circuit path establishment message packet generated by said at least one 
switching node. 

5. A network as defined in claim 4 in which: 

A. said virtual circuit path establishment message packet includes a virtual circuit identifier 
value identifying said virtual circuit; and 

B. said at least one of said others of said switching nodes includes a router table including a 
router table entry which associates said at least one switching node and a virtual circuit 
identifier, said at least one of said others of said switching nodes using the virtual circuit 
identifier value as the virtual circuit identifier for said router table entry. 

6. A network as defined in claim 5 in which said at least one of said others of said switching nodes 
includes a virtual circuit packet generator for generating virtual circuit packets for transferring 
information to said at least one switching node, each virtual circuit packet including a virtual circuit 
packet identifier field for receiving a virtual circuit identifier that identifies the virtual circuit to be 
used in transferring the virtual circuit packet, said virtual circuit packet generator using the virtual 
circuit identifier value from said router table entry as the virtual circuit identifier when generating 
a virtual circuit packet for use in transferring information to said one of said switching nodes. 

7. A network as defined in claim 6 in which: 

A. said virtual circuit path establishment message packet further includes a virtual circuit 
identifier value for identifying said virtual circuit; 
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B. said at least one of said others of said switching nodes includes: 

(i) a virtual circuit table; and 

(ii) a control subsystem responsive to said virtual circuit path establishment message 
packet for selectively establishing an entry in said virtual circuit table, the entry 
identifying said virtual circuit identifier value and the one of said communication 
links over which said switching node received said virtual circuit path establishment 
message packet. 

8. A network as defined in claim 7 in which said control subsystem uses the virtual circuit identifier 
value in connection with transfers of message packets that said at least one of said others of said 
switching nodes receives for the virtual circuit. 

9. A network as defined in claim 7 in which: 

A. said at least one of said others of said switching nodes is connected to a plurality of said 
communication links, each of said plurality of said communication links being identified by 
a communication link identifier; 

B. said virtual circuit path establishment message packet includes a communication link 
identifier that identifies one of said plurality of said communication links over which said at 
least one of said others of said switching nodes is to transfer the virtual circuit path 
establishment message packet; and 

C. said at least one of said others of said switching nodes includes a packet switch for 
transferring said virtual circuit path establishment message packet over said one of said 
plurality of said communication links identified by said communication link identifier. 

10. A network as defined in claim 9 in which said control subsystem generates a received virtual 
circuit identifier value and inserts the received virtual circuit identifier value in the virtual circuit 
path establishment message packet prior the packet switch transfer, the control subsystem further 
using the received virtual circuit identifier value in the virtual circuit entry. 

1 1 . A network as defined in claim 1 0 in which said control subsystem uses the received virtual circuit 
identifier value in connection with each said message packet received thereby to identify the virtual 
circuit associated therewith. 

12. A method of controlling a network comprising a plurality of switching nodes interconnected by 
communication links, the switching nodes transferring message packets thereamong, the method 
comprising the steps of 
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A. establishing at least one virtual circuit in said network to at least one said switching node 
extending over a plurality of others of said switching nodes, said at least one virtual circuit 
comprising a , and 

B. enabling others of said switching nodes to use the virtual circuit defining a path over which 
said others of said switching nodes transfer ones of said message packets to said at least one 
switching node. 

13. A network comprising a plurality of switching nodes interconnected by a plurality of 
communication links, the switching nodes transferring message packets thereamong, at least one 
virtual circuit being established in said network defining a plurality of paths to a like plurality of 
others of said switching nodes which said others of said switching nodes transfer ones of said 
message packets to said at least one switching node. 

14. A switching node for use in a network comprising: 

A. a switching fabric for receiving and transmitting message packets over a plurality of 
communication links, said message packets including; 

i. message packets of a virtual circuit path establishment message packet type, each 
message packet of the virtual circuit path establishment message packet type 
including a virtual circuit identifier value and a next communication link identifier; 

ii. message packets of a virtual circuit packet type, each virtual circuit packet including 
a received virtual circuit identifier; 

B. a virtual circuit table; and 

C. a control subsystem for: 

i. in response to a message packet of the virtual circuit path establishment message 
packet type, 

a. selectively establishing an entry in said virtual circuit table, said entry 
including a communication link identifier for identifying one of said plurality 
of communication links over which said virtual circuit path establishment 
message packet type and the virtual circuit identifier value as a transmitted 
virtual circuit identifier value, 

b. selecting a received virtual circuit identifier value for said entry, 

c. providing said received virtual circuit identifier value in said message packet 
of the virtual circuit path establishment message and transmitting the message 
packet of the virtual circuit path establishment message type over the one of 
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said plurality of communication links identified by said next communication 
link identifier; and 
ii. in response to a message packet of the virtual circuit packet type, 

a. using the received virtual circuit identifier in the message packet of the virtual 
circuit packet type to identify a virtual circuit table entry, 

b. providing the transmitted virtual circuit identifier value in the entry virtual 
circuit packet, and transmitting the message packet of the virtual circuit 
packet type over the one of said plurality of communication links identified 
by said entry. 
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FIG. 5 



100. SWITCHING NODE 11(n) RECEIVES A 
VIRTUAL CIRCUIT PATH ESTABLISHMENT 
MESSAGE PACKET FROM ANOTHER 
SWITCHING NODE 11(n') OVER A 
COMMUNICATION LINK 



YES 



101. SWITCHING NODE 11(n) DETERMINES 
WHETHER ITS ROUTING TABLE 44 CONTAINS 
AN ENTRY ASSOCIATED WITH THE 
TERMINATING SWITCHING NODE FOR THE 
VIRTUAL CIRCUIT, WHICH INCLUDES A VIRTUAL 
CIRCUIT IDENTIFIER THAT IT CAN USE AS AN 
ORIGINATING SWITCHING NODE. 



NO 



102. SWITCHING NODE 11(n) LOADS THE 
VIRTUAL CIRCUIT IDENTIFIER VALUE FROM 
THE VIRTUAL CIRCUIT PATH ESTABLISHMENT 
MESSAGE PACKET IN THE ROUTING TABLE 
ENTRY 
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FIG. 5 A 



r 103. SWITCHING NODE 11(n) DETERMINES 
WHETHER THE VIRTUAL CIRCUIT PATH 
ESTABLISHMENT MESSAGE PACKET 
IDENTIFIES A COMMUNICATION LINK OVER 
WHICH IT IS TO TRANSFER THE VIRTUAL 
CIRCUIT PATH ESTABLISHMENT MESSAGE 
PACKET 



YES 



NO 

1 



104. SWITCHING NODE 11(n) GENERATES AN 
ACKNOWLEDGMENT MESSAGE FOR 
TRANSMISSION TO THE TERMINATING 
SWITCHING NODE 11 WHICH ORIGINALLY 
GENERATED THE VIRTUAL CIRCUIT PATH 
ESTABLISHMENT MESSAGE PACKET TO 
INDICATE THAT THE VIRTUAL CIRCUIT PATH 
HAS BEEN ESTABLISHED 
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YES 



110. SWITCHING NODE 11(n) DETERMINES 
WHETHER THE VIRTUAL CIRCUIT TABLE 45 
INCLUDES AN ENTRY FOR THE IDENTIFIED 
COMMUNICATION LINK, THAT IS ASSOCIATED 
WITH THE VIRTUAL CIRCUIT 



NO 

1 



111. SWITCHING NODE 11(n) ESTABLISHES 
SUCH AN ENTRY FOR ITS VIRTUAL CIRCUIT 
TABLE 45. 



112. SWITCHING NODE 11(n) LOADS INTO THE 
ENTRY AN IDENTIFIER FOR THE 
COMMUNICATION LINK OVER WHICH IT 
RECEIVED THE VIRTUAL CIRCUIT PATH 
ESTABLISHMENT MESSAGE PACKET AS THE 
COMMUNICATION LINK OVER WHICH VIRTUAL 
CIRCUIT PACKETS RECEIVED BY THE 
SWITCHING NODE 11(n) FOR THE VIRTUAL 
CIRCUIT ARE TO BE TRANSMITTED 
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FIG. 5T 



113. SWITCHING NODE 11(n) LOADS INTO THE 
ENTRY THE VIRTUAL CIRCUIT IDENTIFIER 
VALUE FROM THE RECEIVED VIRTUAL CIRCUIT 
PATH ESTABLISHMENT MESSAGE PACKET AS 
THE TRANSMITTED VIRTUAL CIRCUIT 
IDENTIFIER VALUE 



114. SWITCHING NODE 11(n) SELECTS A 
VIRTUAL CIRCUIT IDENTIFIER VALUE TO 
PROVIDE A LOCAL IDENTIFICATION FOR THE 
VIRTUAL CIRCUIT WITH THE SWITCHING NODE 
11(n") ATTACHED TO THE COMMUNICATION 
LINK OVER WHICH IT IS TO TRANSFER THE 
VIRTUAL CIRCUIT PATH ESTABLISHMENT 
MESSAGE PACKET 



115. SWITCHING NODE 11(n) LOADS THE 
SELECTED VIRTUAL CIRCUIT IDENTIFIER 
VALUE IN THE ENTRY OF THE VIRTUAL CIRCUIT 
TABLE 45 AS THE RECEIVED VIRTUAL CIRCUIT 
IDENTIFIER VALUE 
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FIG. 5 D 



116. SWITCHING NODE 11 (n) LOADS THE 
SELECTED VIRTUAL CIRCUIT IDENTIFIER 
VALUE IN THE VIRTUAL CIRCUIT PATH 
ESTABLISHMENT MESSAGE PACKET AS THE 
LOCAL VIRTUAL CIRCUIT IDENTIFIER VALUE 



117. SWITCHING NODE 11(n) TRANSMITS THE 
VIRTUAL CIRCUIT PATH ESTABLISHMENT 
MESSAGE PACKET TO THE NEXT SWITCHING 
NODE 11(n") OVER THE IDENTIFIED 
COMMUNICATION LINK 
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FIG. 5E 



120. SWITCHING NODE 11(n) LOADS THE 
RECEIVED VIRTUAL CIRCUIT IDENTIFIER 
VALUE FROM THE VIRTUAL CIRCUIT TABLE 
ENTRY INTO THE VIRTUAL CIRCUIT PATH 
ESTABLISHMENT MESSAGE PACKET AS THE 
LOCAL VIRTUAL CIRCUIT IDENTIFIER 



121. SWITCHING NODE 11(n) TRANSFERS THE 
VIRTUAL CIRCUIT PATH ESTABLISHMENT 
MESSAGE PACKET TO THE NEXT SWITCHING 
NODE 11(n") OVER THE IDENTIFIED 
COMMUNICATION LINK 
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